Europe’s Cybersecurity Skills Shortage - ENISA’s
Comprehensive Response

Cybersecurity today.

Europe is grappling with a severe cybersecurity skills gap, with
estimates suggesting between 260,000 and 500,000 unfilled positions
across the continent. This deficit comes at a critical time when cyber
threats are escalating in both frequency and sophistication. For
instance, password-related attacks surged by 74% in 2022, while
emerging technologies like Al and quantum computing introduce
unprecedented vulnerabilities. The stakes are high: cyber incidents
already disrupt essential services, businesses, and government
operations, threatening Europe’s digital sovereignty and economic
stability.

The European Cybersecurity Skills Framework

To address this crisis, the European Union Agency for Cybersecurity
(ENISA) has implemented a multi-faceted strategy centered around the
European Cybersecurity Skills Framework (ECSF). This framework
standardizes 12 critical cybersecurity roles, ranging from Incident
Responders to Cyber Legal Officers, and has been adopted by more
than 20 EU member states. By aligning academic programs with
industry demands—through partnerships with 40+ universities—ENISA
ensures that education meets real-world needs. Additionally, sector-
specific initiatives target high-risk areas: healthcare institutions receive
ransomware defense training, energy providers focus on smart grid
security, and collaborations with the European Space Agency (ESA)
address vulnerabilities in satellite systems.

Cybersecurity Workforce.

Looking ahead, ENISA is prioritizing rapid and inclusive workforce
expansion. Key 2024 initiatives include:

Scaling up the Cyber Europe exercises, which currently train over 1,200
professionals annually,

- Enforcing skills-mapping requirements for sectors regulated
under NIS2,

- Tackling gender disparity (women represent just 19% of ICT
specialists),



- And launching specialized programs in Al security and quantum-
resistant cryptography.

However, ENISA emphasizes that closing the skills gap requires
unprecedented collaboration. The agency advocates for an EU Cyber
Education Fund (€200 million) to subsidize training, mandatory staffing
ratios in critical infrastructure, and fast-track visas for international
cyber talent. Without these measures, Europe risks falling behind in the
global race for digital resilience.



